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Purpose

The purpose of this audit was to review adherence to Memorial policies and
procedures along with best practices regarding disposal of IS assets to
ensure proper sanitization of electronically protected health information.

Highlights

We conclude that Memorial has effective policies and procedures
concerning IS property disposal. However, we also conclude that Memorial
could enhance existing procedures and internal control measures. During
the course of our audit, we identified four areas where we believe internal
controls can be strengthened. We also identified two opportunities for
improvement.

Having effective property disposal policies in place is critical to ensuring
sensitive data is not recoverable from property that has been discarded. If
sensitive data were not removed appropriately from IS hardware, anyone
who obtains that hardware could possibly recover sensitive data. This could
lead to negative publicity, loss of reputation, and possible exposure of
personal health information in violation of federal statutes.

The objective of the audit was to review adherence to Memorial policies and
procedures governing property disposals along with best practices
regarding disposal of IS assets to ensure proper sanitation of electronically
protected health information.

Management Response

Management has accepted all of our recommendations, and has made
process improvements to strengthen the property disposal procedures
(details included in the attached report).

Recommendations

Memorial did have policies and
procedures in place that
governed IS property disposal,
however, during the course of
the audit, we identified four
areas where we believe internal
controls can be strengthened.

Regarding the policy governing
property disposal, we observed
that:

e The process for periodic
review of the policy was
inconsistent in the
document governance and
the actual timely review.

e The “Destruction of Media”
form used for detailing the
unit disposals was not
consistently used within the
process.

e Training for new staff
regarding the proper
disposal procedures was
not provided.

e Media destruction logs
were not maintained
systematically to validate
the completion of sanitizing
process when units were
disposed.




OFFICE OF THE CITY AUDITOR
PUBLIC REPORT

Date: March 17, 2011
To: Honorable Mayor and Members of City Council
Memorial Health System Compliance and Audit Committee
Re: 11-04 Memorial Health System Property Disposals- Information System Equipment

We conducted an audit of the internal security controls for Memorial Health System’s (Memorial)
Property Disposal Process for Information System (IS) equipment.

The purpose of this audit was to review adherence to Memorial policies and procedures along with best
practices regarding disposal of IS assets to ensure proper sanitization of electronically protected health
information.

We conclude that Memorial has effective policies and procedures concerning IS property disposal.
However, we also conclude that Memorial could enhance existing procedures and internal control
measures. During the course of our audit, we identified four areas where we believe internal controls
can be strengthened. We also identified two opportunities for improvement. These are listed in the
attached report.

As always, feel free to contact me if you have any questions.

Sincerely,

T

Denny Nester
Interim City Auditor
MBA, CPA, CIA, CGFM, CFE, CGAP

Cc: Dr. Larry McEvoy I, Chief Executive Officer
Dr. Jonathan Velez, Chief Medical Information Officer, Chief Information Officer
Kevin Burbules, Director, Information Technology
John Wyckoff, Compliance Officer

City Council’s Office of the City Auditor
City Hall ¢ 107 North Nevada Avenue ¢ Suite 200 ¢+ Mail Code 1542
Colorado Springs CO 80901-1575
Tel 719-385-5991 ¢ Fax 719-385-5699 ¢ Reporting Hotline ¢ 719-385-2387
www.CityAuditor.org
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Observation 1 - Policies were inconsistent as to the timetable for reviewing the formal written policy and did not
require “Destruction of Media Form” to be filled out for functioning PCs and servers being discarded.................. 2

Observation 2 - “Destruction of Media Form” was not utilized as stated in the property disposal policy. .............. 3

Observation 3 - Formal documented training was not provided for device and media sanitization procedures.
Further, policy changes were not communicated to IS staff in a timely manner.........cccccooooviiiiiiicciicc e, 4

Observation 4 - Logs from data destruction software were not created, reviewed and archived. ......................... 5
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Opportunity 2 - Reimaging was the sole process in sanitizing the hard disk drives of reissued computers............. 7



Memorial Health System Property Disposals-Information Systems
Office of the City Auditor

REPORT DETAILS

PURPOSE

The purpose of this audit was to review adherence to Memorial policies and procedures along with best
practices regarding disposal of IS assets to ensure proper sanitization of electronically protected health
information.

SCOPE

The objective of the audit was to review adherence to Memorial policies and procedures along with best
practices regarding disposal of IS assets to ensure proper sanitization of electronically protected health
information.

BACKGROUND

Having effective property disposal policies and procedures in place is critical in ensuring sensitive data is
not recoverable from property that has been discarded. If sensitive data were not removed
appropriately from IS hardware, anyone who obtains that hardware could possibly recover sensitive
data. This could lead to negative publicity, loss of reputation, and possible exposure of personal health
information in violation of federal statutes.

CONCLUSION

Memorial had effective policies and procedures concerning IS property disposal. However, during the
course of our audit, we identified areas where we believe internal controls can be strengthened. These
areas are listed on the pages that follow.
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Memorial Health System Property Disposals-Information Systems
Office of the City Auditor

OBSERVATIONS, RECOMMENDATIONS AND RESPONSES

OBSERVATION 1 - POLICIES WERE INCONSISTENT AS TO THE TIMETABLE FOR REVIEWING
THE FORMAL WRITTEN POLICY AND DID NOT REQUIRE “DESTRUCTION OF MEDIA FORM”
TO BE FILLED OUT FOR FUNCTIONING PCS AND SERVERS BEING DISCARDED.

The policy for IS equipment and electronic media disposal stated that the review cycle would be on an
annual basis. However, it also stated on the policy form that a review of the policies would be made
every six months. Also, although the policy does document sanitizing of operating PCs and servers prior
to disposal, it did not require the “Destruction of Media Form” to be filled out for functioning PCs and
servers that were being discarded.

Inconsistencies and errors within the policy result in confusion and possible inactions. Formal written
policies should be checked for accuracy during the review process.

All discarded devices and media should have a “Destruction of Media Form” completed. The form
requires signatures for both the individual sanitizing the device or media and for the individual that is
responsible for validating the data was removed as confirmation the policy was followed. Since
completion of the form was not required, it was possible that the media may not have been properly
sanitized.

AUDITOR’S RECOMMENDATION

We recommend Memorial review the policy for IS equipment and electronic media disposal on intervals
scheduled for any inconsistencies and make necessary corrections. As part of the review process, we
recommend Memorial include the requirement of the “Destruction of Media Form” for functioning PCs
and servers being discarded.

MEMORIAL HEALTH SYSTEM RESPONSE

We agree with this recommendation. Memorial has made the recommended adjustments to both the
policy and the process surrounding property disposal.

Page | 2



Memorial Health System Property Disposals-Information Systems
Office of the City Auditor

OBSERVATION 2 - “DESTRUCTION OF MEDIA FORM” WAS NOT UTILIZED AS STATED IN THE
PROPERTY DISPOSAL POLICY.

Memorial was not filling out the “Destruction of Media Form” when disposing of devices or media in
accordance with policy.

Without the proper documentation, it is possible that devices or media are not properly sanitized.

The “Destruction of Media Form” is used for separation of duties, proof of the sanitation activities, and
subsequent validation by a second reviewer. If the form is not filled out, it is possible that the device or
media was not sanitized or the device was not validated as having been properly sanitized. Either
scenario could lead to exposing sensitive data.

AUDITOR’S RECOMMENDATION

We recommend Memorial enforce current policy and use the “Destruction of Media Form” when
devices or media are being discarded.

MEMORIAL HEALTH SYSTEM RESPONSE

We agree with this recommendation. Memorial has developed a cross functional “Disposal” sub-team
to address failures in the process and conduct training throughout the department on correct disposal
procedures.

Page | 3



Memorial Health System Property Disposals-Information Systems
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OBSERVATION 3 - FORMAL DOCUMENTED TRAINING WAS NOT PROVIDED FOR DEVICE AND
MEDIA SANITIZATION PROCEDURES. FURTHER, POLICY CHANGES WERE NOT
COMMUNICATED TO IS STAFF IN A TIMELY MANNER.

Memorial relied on informal verbal training on how to sanitize devices and media.

A lack of formal training could lead to staff members not being trained consistently on how to properly
sanitize devices or media and verify that the sanitization process had been successful. It could also be
possible that staff members were not provided the proper information or not given all information on
how to properly sanitize devices or media. Further, without continued updates to staff on policy
revisions, revised protocols could be overlooked. This could increase the risk that sensitive data is not
properly sanitized and left exposed to possible compromise.

AUDITOR’S RECOMMENDATION

We recommend Memorial formally document and implement a training program for device and media
sanitization. This training should include how to verify that all appropriate sanitizing steps are
completed and recorded, as well as ensure that the appropriate staff are informed when a change is
made to a policy.

MEMORIAL HEALTH SYSTEM RESPONSE

We agree with this recommendation. Memorial has developed a cross functional “Security” committee
to review changes and address communication around policy changes and enhancements.

Page | 4



Memorial Health System Property Disposals-Information Systems
Office of the City Auditor

OBSERVATION 4 - LOGS FROM DATA DESTRUCTION SOFTWARE WERE NOT CREATED,
REVIEWED AND ARCHIVED.

Although there is a manual review process maintained in a spreadsheet, Memorial IS staff members
were not creating, reviewing or archiving logs produced from software being used to securely destroy
data on hard drives.

The logs from the data destruction software show whether the process completed successfully or not. If
the logs are not reviewed and the process did not complete successfully, data could be exposed and
possibly compromised since the staff member may believe the data has been destroyed when it hasn’t.
Reviewing the logs would verify that the data destruction was properly performed as well as identifying
errors.

AUDITOR’S RECOMMENDATION

We recommend Memorial review data destruction software logs for errors and to verify that data is
destroyed. Additionally, Memorial should archive the logs as evidence that the data destruction process
was successful.

MEMORIAL HEALTH SYSTEM RESPONSE

We agree with this recommendation. Where logs are created, Memorial will follow the Auditor’s
recommendation and utilize the logs created within the software. Where logs are not created, Memorial
will conduct a manual validation process and document this in the property disposal spreadsheet.

Page | 5
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OPPORTUNITY 1 - THERE WAS A LACK OF DOCUMENTATION WHEN A PC WAS REIMAGED
AND PUT BACK INTO THE PRODUCTION ENVIRONMENT.

Memorial was not documenting when a PC was reimaged and put back into the production
environment.

A lack of documentation could lead to a staff member not reimaging the PC and putting it back into the
production environment potentially with sensitive data. The employee that receives the PC would then
have access to whatever data is stored on the PC. This would be a problem if the data was sensitive and
the employee should not have access to it.

We recommend Memorial document when a PC is reimaged and put back into the production
environment.

MEMORIAL HEALTH SYSTEM RESPONSE

Memorial will document any instance of a PC being moved per HIPAA guidelines.

Page | 6
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OPPORTUNITY 2 - REIMAGING WAS THE SOLE PROCESS IN SANITIZING THE HARD DISK
DRIVES OF REISSUED COMPUTERS.

Imaging software usually performs a “bit-by-bit” replacement from one disk drive to another.
Depending on the size of the hard disk drives being utilized, some data might not be overwritten and
thus may still be accessible by the new user of the PC.

In order to avoid the possibility of exposure of sensitive data, processes must be used that will ensure
that the entire hard disk drive is sanitized. Due to the possible failure of reimaging to completely
overwrite the entire hard disk drive, reimaging should not be relied upon as a process to sanitize a hard
disk drive.

We recommend Memorial update their sanitizing process to include sanitization of all hard disk drives,
including those to be reimaged and redeployed within the organization.

MEMORIAL HEALTH SYSTEM RESPONSE

Memorial will add a step to our current reimaging process that cleans the drive prior to reimaging. We
will document this per HIPAA guidelines.
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CiTYy CouNciIL’s OFFICE OF THE CITY AUDITOR
COLORADO SPRINGS, COLORADO

About our Office

The mission of the Office of the City Auditor is to provide City Council with an independent,
objective and comprehensive auditing program for operations of the City. Our auditing
program includes:

e Evaluating the adequacy of financial controls, records and operations
¢ Evaluating the effectiveness and efficiency of organizational operations

e Providing Council, management and employees objective analysis, appraisals, and
recommendations for improving systems and activities

The Office of the City Auditor is responsible for auditing the systems used by the City of
Colorado Springs and its enterprises, including Colorado Springs Utilities and Memorial Health
System. We perform a variety of audits for these entities, including financial audits,
performance audits, contract audits, construction audits, and information system audits. We
also perform follow-up on a periodic basis to monitor and ensure management actions have
been effectively implemented.

Authorization and Organizational Placement

Our audits are conducted under the authority of Chapter 1, Article 2, Part 7 of the Colorado
Springs City Code, and more specifically parts 703, 705 and 706 of the Code. The Office of the
City Auditor is structured in a manner to provide organizational independence from the
entities it audits. This independence is accomplished by the City Auditor being appointed by
and reporting directly to the City Council.

Audit Standards

This audit was conducted in accordance with the International Standards for the Professional
Practice of Internal Auditing, a part of the Professional Practices Framework promulgated by
the Institute of Internal Auditors. The audit included interviews with appropriate personnel
and included such tests of records and other supporting documentation as deemed necessary
in the circumstances. We reviewed the internal control structure and compliance tests were
performed. Sufficient competent evidential matter was gathered to support our conclusions.

City Hall ® 107 North Nevada Avenue ¢ Suite 200 ¢ Mail Code 1542
Colorado Springs CO 80901-1575
Tel 719-385-5991 ¢ Fax 719-385-5699 ¢ Reporting Hotline ¢ 719-385-2387
www.CityAuditor.org
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