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Purpose Recommendations
The purpose of our audit was to evaluate the efficiency, effectiveness and
economy of certain aspects of Surgery Department operations at Memorial
Health System (Memorial).

1. Memorial should create
item numbers in the
Purchasing System that
would include descriptions
and prices for devices that

Highlights would be used to generate
We conclude that overall, Surgery Department operations included in our the purchase orfjetr and
review were efficient and effective. However, during the course of our charges in the billing
audit, we identified areas where we believe internal controls could be system.

strengthened and processes could be improved. 2. Implement input accuracy

We obtained advisory services on this project to provide healthcare specific edits or reviews. Consider

background and to increase the knowledge and skills of the audit team. The redirecting charge

audit was performed in compliance with standards in place in the Office of reviewers from recording
the City Auditor. transactions to reviewing

implant transactions for

The focus of our audit included two types of orthopedic devices and one accuracy and completeness.

type of ear, nose and throat (ENT) device used in the operating room. We

evaluated business processes related to vendor contracting, purchasing, 3. Implement an automated
receiving, inventory management, and billing. Excluded from our scope edit check to prevent bills
were matters such as patient safety, physician preferences, routines to lacking charges for devices.
select or approve items, regulatory compliance, and other operating Reconcile the number of
matters. Our audit covered the twelve month period ended December 31, certain implantable medical
2010. devices purchased versus

billed quarterly.
We found purchasing procedures can be strengthened in several areas.

Vendors were paid for backup ENT devices that were returned if not used 4. Strengthen internal controls
for a patient, thus requiring Memorial to pursue credits for those items. over purchases of ENT
Accordingly, cash flow was lost, credit risk was assumed and administrative devices.

5. Ensure all implant sheets
are signed by the circulating
nurses as evidence they
were reviewed for accuracy

Management was generally in agreement with our audit comments. The
complete responses can be found in the body of the detailed report.

(Continued on next page)

(Continued on next page)
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(Highlights continued from previous page) (Recommendations continued from previous page)
routines were increased. Procedures for credit memos and 6. Execute contracts with suppliers
documentation of receipts for certain devices also needed regarding responsibility for loss or
improvement. damage to consigned inventory.
We observed that inventory was not adequately secured in some 7. Improve security of inventory by
cases. Memorial did not have contracts with vendors for consigned locking up ENT devices, audiology
inventory maintained onsite. Vendor agreements would reduce kits, stents, and other inventory.
exposure for claims resulting from loss or damage of consigned

See the observations and
recommendations section of this report
We believe the recommendations included in our report will for more details.

strengthen internal controls, improve processes, and provide
opportunities for increasing revenues and reducing costs. Improved
internal controls will help ensure that all medical devices are billed
and billed accurately.

goods.

City Council’s Office of the City Auditor
City Hall ¢ 107 North Nevada Avenue ¢ Suite 200 ¢ Mail Code 1542
Colorado Springs CO 80901-1575
Tel 719-385-5991 ¢ Fax 719-385-5699 ¢ Reporting Hotline ¢ 719-385-2387
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OFFICE OF THE CITY AUDITOR
PUBLIC REPORT

Date: March 22, 2012
To: President Hente, President Pro Tem Martin, and Members of City Council
Memorial Health System Compliance and Audit Committee
Re: 12-03 Memorial Health System Operating Room Audit of Implantable Medical Devices

We conducted an audit of certain aspects of the Surgery Department operations at Memorial Health System
(Memorial). The audit period covered the twelve months ended December 31, 2010.

The purpose of this audit was to evaluate the efficiency, effectiveness and economy of certain aspects of
Surgery Department operations. The focus of our audit included two types of orthopedic devices and
one type of hearing/ear, nose, and throat (ENT) device used in the operating room. For orthopedic
devices, we evaluated business processes related to vendor contracting, purchasing, receiving, inventory
management, and billing. The ENT device was reviewed primarily for inventory management risks. We
did not review matters such as patient safety, physician preferences, procedures to select or approve
items, regulatory compliance, or other operating matters.

We obtained advisory services on this project to provide healthcare specific background and to increase
the knowledge and skills of the audit team. The audit was performed in compliance with standards in
place in the Office of the City Auditor.

We concluded that overall, Surgery Department operations included in our review appeared to be efficient,
effective, and economical. However, during the course of our audit, we identified areas where we believe
internal controls could be strengthened and processes could be improved. These are listed on the pages that
follow.

As always, feel free to contact me if you have any questions.

Sincerely,

Denny Nester, MBA, CPA, CIA, CGFM, CFE, CGAP
City Auditor

Cc: See list on next page

City Council’s Office of the City Auditor
City Hall ¢ 107 North Nevada Avenue ¢ Suite 200 ¢+ Mail Code 1542
Colorado Springs CO 80901-1575
Tel 719-385-5991 ¢ Fax 719-385-5699 ¢ Reporting Hotline ¢ 719-385-2387
www.SpringsGov.com/OCA
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Memorial Health System Operating Room Audit
of Implantable Medical Devices
Office of the City Auditor

PURPOSE

The purpose of the audit was to evaluate the efficiency, effectiveness and economy of certain aspects of
Surgery Department operations at Memorial Health System (Memorial).

SCOPE

The focus of our audit included two types of orthopedic devices and one type of hearing/ear, nose,
throat (ENT) device used in the operating room. For orthopedic devices, we evaluated business
processes related to vendor contracting, purchasing, receiving, inventory management, and billing. ENT
devices were reviewed primarily for inventory management risks. Excluded from our scope were
matters such as patient safety, physician preferences, procedures to select or approve items, regulatory
compliance, and other operating matters.

We obtained advisory services on this project to provide healthcare specific background and to increase
the knowledge and skills of the audit team. The audit was performed in compliance with standards in
place in the Office of the City Auditor (OCA).

Our fieldwork included interviews with various Memorial personnel, electronic data mining, reviewing
written policies, vouching source documents, and physical observations. The audit period covered the
twelve months ended December 31, 2010.

BACKGROUND

Memorial’s Surgery Department operations were selected for review as part of the City’s annual risk
assessment process. Certain risks concerning implantable medical devices were identified as an area of
interest to Memorial’'s management. Internal control risks inherent to the devices reviewed in our audit
included:

e High dollar impact (up to $80,000 per case)

e Complexity of administrative processes

e Typical internal controls not being applicable

e Manual processes

e Involvement of multiple work groups in the process

This is the first review of Memorial’s Surgery Department operations by the OCA.
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Memorial Health System Operating Room Audit
of Implantable Medical Devices
Office of the City Auditor

COMMENDABLE PRACTICES

We noted that the charge reviewers assigned to each facility were able to perform duties for another
facility during absences, helping to ensure backup during vacations and absences.

CONCLUSION

We conclude that overall, Surgery Department operations included in the scope of our review appeared
to be efficient, effective, and economical. However, during the course of our audit, we identified areas
where we believe internal controls could be strengthened and processes could be improved.
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Memorial Health System Operating Room Audit
of Implantable Medical Devices
Office of the City Auditor

OBSERVATION 1 —MEMORIAL DID NOT CREATE ITEM NUMBERS IN THE PURCHASING
SYSTEM FOR CONSIGNED DEVISES

Purchase orders for consigned devices were created by the Surgery buyer after the procedure was
performed using the implant sheet that verified implant of the device. The buyer created the purchase
order in the Purchasing System and manually entered the description and price. Since item numbers for
consigned devices were not set up in the Purchasing and Inventory systems, item description and price
were manually input rather than pre-populated. We noted inaccurate data descriptions in the
purchasing records such as misidentification of complete systems by labeling them as stems.

Although we did not note any pricing errors in our test, as item number and cost were entered manually
and not verified subsequently, purchases of consigned devices might not be priced correctly. Pricing
errors might not be detected because items were mislabeled.

AUDITOR’S RECOMMENDATION

Memorial should create item numbers in the Purchasing System that would include descriptions and
prices for devices that would be used to generate the purchase order for consigned devices.

MEMORIAL’S RESPONSE

MHS agrees with the finding and Materials Management in coordination with Surgery and Revenue
Integrity had already begun a massive undertaking of loading the item numbers into the Lawson system.
However, before further additions will be made, a complete evaluation of the surgery software system is
being undertaken in an effort to maximize its capabilities or replace it. Additionally, the Health System

is evaluating EMR (Electronic Medical Record) systems with the idea that further enhancements will be
identified and implemented which could greatly affect this finding.
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Memorial Health System Operating Room Audit
of Implantable Medical Devices
Office of the City Auditor

OBSERVATION 2 — PROCESSES WERE NOT ADEQUATE TO ENSURE THE DEVICES WERE
CORRECTLY ENTERED INTO THE SURGICAL CHARGE SYSTEM

Memorial did not have procedures in place to ensure and verify the accuracy and completeness of
charges entered for the orthopedic devices included in our review.

1) Standardized item numbers, descriptions and prices were not utilized in the surgical charge system.

Standardized item numbers, descriptions and prices for devices in the surgical charge system were not
utilized, resulting in charge entry errors. Item numbers, descriptions and prices for devices were
manually entered rather than pre-populated based on standardized master records in the billing system.
Pricing for devices had to be manually calculated by the charge auditors prior to data entry. As a result,
the risk existed that amounts entered into the surgical charge system could be understated or
overstated.

Results of our test of accuracy of devices entered into the surgical charge system were as follows:

Charge Entry Test Results

Type of Error Number Dollars Notes

Pricing 10 $66,371 Included one overcharge of $60,000. After this error was noted in our review, Memorial readjudicated the excess
payment to the payor. Of the 10 errors, nine resulted from keying errors, and one was a duplication of a charge.

Quantity 4 correct For example, one device versus two.

It should be noted that the above dollar amounts are stated in gross charge terms and not in expected
reimbursement terms. We were informed that this data was separate and distinct from medical
records, thus not impacting their accuracy.

2) No reviews of charge auditor device entries were in place - We noted that the charge auditors

manually entered the device charges into the surgical charge system, and there was no process in place
to review the accuracy of the quantity or pricing of the charges entered.

3) System accuracy checks for device charges did not exist — We were told that no system accuracy

checks were in place to identify instances in which implant procedures were performed, but the device
was not entered into the surgical charge system. This would be a control to prevent potential under-
billing of devices.

4) There was no reconciliation of the number of implantable medical devices purchased versus billed

Performing this test would verify all items purchased were billed to payors, thereby preventing potential
revenue understatement. Reconciling items may include inventory fluctuations, units returned, timing
differences, and no-cost items. Standardization of both purchasing and billing data fields as
recommended above and in observation 1 would be necessary to complete the reconciliation process.

We attempted to perform such a comparison of units bought versus the number billed. However, as
information was not available in the data base (as in item 1 above), we were not able to determine if we
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had a complete list of items purchased or billed. Such data includes accurate descriptions of consigned
units bought plus adding details such as a stock/consigned item number. An example of inaccurate data
noted in purchasing records was misidentification of complete systems by labeling them as stems.

AUDITOR’S RECOMMENDATION
We recommend that Memorial:

e Standardize item numbers, descriptions and prices to ensure accurate descriptions and pricing
for devices are entered in the surgical charge system,

e Implement a review of device charge data entered by the charge auditors for accuracy and
completeness,

e Implement an automated edit check to identify procedures that lack charges for devices, and

e Reconcile the number of implantable devices purchased versus billed quarterly to ensure all
devices purchased are ultimately charged in the surgical charge system.

MEMORIAL’S RESPONSE

MHS agrees with the findings. As previously stated in observation #1, MHS had already identified and
begun a process to create and maintain item number descriptions and prices in the Lawson system.

Revenue Integrity and Surgery have begun working towards an improved reconciliation process. This
will be put in place as a final piece of the current consulting engagement to improve Surgery’s revenue
capture.
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OBSERVATION 3 — INTERNAL CONTROLS OVER PURCHASES OF ENT DEVICES NEEDED
IMPROVEMENT

Purchases of ENT devices require additional controls in order to prevent overpayments, receive proper
credits from vendors, and protect assets. ENT devices are unique in that they require back-up units to
be on-hand during procedures. Thus, they are ordered in duplicate, with the spares being subject to
return within ten days. Back-up units are infrequently used, thus returns are a usual practice.

In 59% of the cases we reviewed, Memorial fully paid for the back-up units and then pursued credits
from the vendor when the devices were not used in the patient. Accordingly, cash flow was lost, credit
risk was assumed, and administrative processes were increased. A better alternative would be to
reduce the invoices for the amount of the pending credits.

Additional procedures were necessary to ensure that all units are returned, and are not lost or
misappropriated. We noted two units were not returned to the vendor for credit when a new employee
was unsure of the process for handling unused back up units. As a result, Memorial’s cost was increased
for several months until the items were used on different patients. Further, the units were not included
in inventory, thus increasing the risk of diversion, contamination, or breakage.

We identified a concern with management’s agreement to retain the ENT units (described in the prior
paragraph) after missing the ten day deadline for return to the vendor. The vendor representative’s
suggestion was for Memorial to keep the units and use them on another patient. However, the units
were untouched. So, a better alternative would have been to have Memorial’s Materials Management
professionals negotiate an exception for this case with the vendor, thereby preventing the need to keep
the units.

Credit memos were not tracked for ENT units, which had a significant per unit cost. This was unlike
other commodities for which credit memos were tracked in the Lawson system.

The ENT coordinator was responsible for authorizing the requisition of ENT devices by providing an
order from the physician’s office. Once the devices were delivered, the ENT coordinator was
responsible for storing the devices until they were used in a procedure. A segregation of duties
concern existed that could allow fraudulent activity to go undetected because the ENT coordinator
authorizes purchases and has custody of the devices.

AUDITOR’S RECOMMENDATION

We recommend the following to improve internal controls over purchases of ENT devices:

e Implement processes to ensure all back-up units are returned promptly, and are not held in
inventory.
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e Negotiate terms with the ENT device vendor that allows invoice payments to be reduced by the
amount of the pending credit for the returned backup unit. If this is not possible, credit memos
should be tracked to ensure they are received.

e Surgery personnel should contact Materials Management for assistance in negotiating
exceptions to contract terms when needed.

e Strengthen segregation of duties by requiring manager approval of all ENT devices prior to
payment. Another option would be to require manager review and approval of a monthly
report of all ENT device purchases. Alternatively, the inventory analyst or surgery buyer could
contact the physician’s office to confirm the order.

MEMORIAL’S RESPONSE

MHS agrees with the finding. Memorial agrees that the chain of events surrounding the purchase,
storing, use and return of ENT devices is not optimal. Materials Management professionals have made
attempts to implement various purchasing and supply chain improvements. However, due to the very
low volume of activity the vendor has refused to include backup units either on consignment or at no-
charge pending return. This activity continues to be discussed with the vendor as does the opportunity
to switch vendors with the physicians. Unfortunately at this time, the physicians are unwilling to change
suppliers. Since physician engagement is emphasized within the Health System, the decision to change
vendors needs to be a joint one. Materials Management will begin tracking returns of ENT devices
through the Lawson system and have all returns go through the surgery buyer.
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OBSERVATION 4 — DOCUMENTATION OF RECEIPT OF ORTHOPEDIC DEVICES WAS
INCOMPLETE OR MISSING

We noted documentation of actual receipt of orthopedic devices needed improvement. Approximately
half of the 29 receiving documents (i.e., the implant sheets) reviewed were incomplete. We noted:

A. Forty-five percent of implant sheets were not signed by the circulating nurses, despite a field on
the form for signature and

B. Oneimplant sheet (3%) could not be located.

Although there was no written policy requiring the circulating nurses to sign the implant sheets as
evidence of the receiving function, the implant sheet includes a line for signature. We believe this
signature is an important control procedure. Adequate documentation is integral to preventing
payments for goods not received and for identifying personnel in the event of subsequent questions.

AUDITOR’S RECOMMENDATION

Memorial should ensure all implant sheets are signed as evidence they were reviewed for accuracy of
the items received.

MEMORIAL’S RESPONSE

MHS agrees with the finding. Memorial will develop procedures to ensure all implant sheets are signed
as evidence of receipt.
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OBSERVATION 5 — VENDOR CONTRACTS WERE NOT IN PLACE FOR CONSIGNED INVENTORY
MAINTAINED ON SITE

Memorial did not have contracts in place with vendors regarding consigned inventory that was on site.
Contracts would help protect Memorial in the event of inventory losses for which suppliers might
demand compensation. Such losses can occur from several sources, such as contamination, casualty,
breakage, or inventory shortages.

Consignment contracts should stipulate the legal consideration provided to vendors, such as reducing
their costs and providing convenience. Proposed contract language should be reviewed for legal and
internal control concerns.

AUDITOR’S RECOMMENDATION

Memorial should execute contracts with suppliers regarding responsibility for consigned inventory loss,
damage, contamination, or breakage.

MEMORIAL’S RESPONSE

MHS agrees with this finding and will initiate contract discussions with vendors.
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OBSERVATION 6 — PHYSICAL SECURITY OVER CERTAIN INVENTORY NEEDED IMPROVEMENT

We noted the following concerns related to inventory storage:

A. ENT devices were not adequately secured, thus increasing the risk of loss. We were informed by
the custodian that she stored these high cost items in her work area in an office shared with
several other individuals.

B. Although they were not part of our scope, we noted that audiology kits were not secured, thus
increasing the risk of loss. The cabinet used to store these high cost items was not secure as (a)
the key was hanging on a wall in a common area and (b) when tested, the door was not actually
locked due to personnel not knowing how to set the mechanism.

C. Although not included in our audit scope, we noticed ten boxes of vascular stents leaning
against a corridor wall during our physical observation of the Operating Room inventory.
Although the general inventory location was secured and limited to authorized personnel, risk
existed of damage or theft of items that were temporarily stored.

AUDITOR’S RECOMMENDATION

We recommend that Memorial secure ENT devices, audiology kits, stents, and other inventory in locked
storage locations. A holding area in the Operating Room area for temporary storage would help ensure
items are not damaged or misappropriated.

MEMORIAL’S RESPONSE

MHS agrees with the finding. ENT devices are now secured in a locked closet with limited access until
the implant is used in a case or returned for a credit. Audiology kits will also be secured in a locked
cabinet. Vascular stents are now locked in a limited access closet when not used in preparation for a
case.
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CitTy CouNciIL’s OFFICE OF THE CITY AUDITOR

COLORADO SPRINGS, COLORADO

About our Office

The mission of the Office of the City Auditor is to provide City Council with an independent,
objective and comprehensive auditing program for operations of the City. Our auditing
program includes:

e Evaluating the adequacy of financial controls, records and operations
e Evaluating the effectiveness and efficiency of organizational operations

¢ Providing Council, management and employees objective analysis, appraisals, and
recommendations for improving systems and activities

The Office of the City Auditor is responsible for auditing the systems used by the City of
Colorado Springs and its enterprises, including Colorado Springs Utilities and Memorial Health
System. We perform a variety of audits for these entities, including financial audits,
performance audits, contract audits, construction audits, and information system audits. We
also perform follow-up on a periodic basis to monitor and ensure management actions have
been effectively implemented.

Authorization and Organizational Placement

Our audits are conducted under the authority of Chapter 1, Article 2, Part 7 of the Colorado
Springs City Code, and more specifically parts 703, 705 and 706 of the Code. The Office of the
City Auditor is structured in a manner to provide organizational independence from the
entities it audits. This independence is accomplished by the City Auditor being appointed by
and reporting directly to the City Council.

Audit Standards

The audit will be planned in a manner that meets or exceeds the International Standards for
the Professional Practice of Internal Auditing, a part of the Professional Practices Framework
promulgated by the Institute of Internal Auditors, with the exception of the requirements
under standards 1312 and 1321 to obtain an external quality assurance review once every five
years. We do not believe this non-compliance impacted the quality of our audit.

The audit will include interviews with appropriate personnel and such tests of records and
other supporting documentation as deemed necessary in the circumstances. We will review
the internal control structure and compliance tests . Sufficient competent evidential matter
was gathered to support our conclusions.

City Hall ¢ 107 North Nevada Avenue ¢ Suite 200 ¢ Mail Code 1542
Colorado Springs CO 80901-1575
Tel 719-385-5991 ¢ Fax 719-385-5699 ¢ Reporting Hotline ¢ 719-385-2387
www.SpringsGov.com/OCA
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